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Abstract

While technological advancements have facilitated
the ability of the people of the United States (U.S.)
to exercise their First Amendment rights and to
disseminate their opinions to a global audience,
those same tools can be used to prevent them from
fully exercising these rights. In countries with fewer
formal civil liberties, these technological advance-
ments may lead to overt censorship by the state.
Despite there being protection from censorship in
the U.S., legal scholars have argued that speech can
be limited through a phenomenon known as the
chilling effect. We aim to suggest research meth-
ods capable of finding evidence of chilling effects,
as well as to design our own study.

1 Introduction

The U.S. Constitution’s First Amendment guaran-
tees freedoms concerning religion, expression, as-
sembly, and the right to petition [1]. It also guaran-
tees the right of citizens to assemble peaceably and
to petition their government. Despite these guaran-
teed freedoms, history has shown that governmen-
tal action have infringed on these rights. In a legal
context, a chilling effect is “the concept of deterring
free speech and association rights protected by the
First Amendment as a result of government laws or
actions that appear to target expression” [2].

There are multiple contexts in which people
can experience the chilling effect and according
to Penney [3] there are five main types of chill-
ing: (1) legal/regulatory/statutory chill, (2) per-
sonalized law/threats/enforcement chill,(3) surveil-
lance/data collection chill, (4) social media chill,
and (5) disinformation/online abuse. The vari-
ous types of chilling have been broken down into
slightly different categories in order to provide more
context. The redefined categories include the fol-
lowing: (1) legal chill, (2) personalized law chill,(3)
surveillance chill, (4) social media chill, and (5) so-
cial chilling.

A legal chill can occur due to moments of situa-
tional uncertainty about the law’s requirements, in
which people may be unsure about whether their
conducts are legal or not and thus cause them to
avoid that action. Personalized law chilling can oc-
cur when there is a specific law that will effect an
individual based on their actions. For example, if
an individual were to post a video on a social me-
dia platform that has copyrighted material, they
would be subject to copyright infringement laws.
As such, personalized law chill can be thought of
as a subset of legal chill. Surveillance chill can occur
when those who are uncertain about what to say or
do in a given context are more affected by surveil-
lance and therefore more likely to conform. Social
media chill occurs when people are unable to de-
termine what the socially accepted values are and
default to self-censorship and disengagement while
communicating on social media platforms or other
communication channels. Finally, social chilling oc-
curs when people are unable to understand socially
accepted values while interacting with others, and
thus resort to conforming to group majority values
and actions [3].

Even though people have the right to express
themselves within certain limitations [4], whether
on social media or in public, government entities
or large commercial entities have the ability to dis-
courage the exercise of constitutional rights to their
fullest extent [5, 6]. In 2013, Edward Snowden re-
leased highly classified information about how the
National Security Agency (NSA) monitored users
online [7], methods including tracking those who
looked up certain keywords such as “Department
of Homeland Security” and “National Guard” [23].
In more recent news, police departments monitor
Twitter and other social media platforms to surveil
Black Lives Matter Protest activity using tools like
Dataminr, a service that uses artificial intelligence
(AI) in order to provide real-time alert data [8, 9].
During the 2015 Freddie Gray protests, Baltimore
police used Twitter, a social media platform, and
Geofeedia, a social media location tracker tool,
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to gain knowledge of a local high school walkout
and subsequently prevented the protest from tak-
ing place [10].

As it is difficult to show evidence on a large-
scale of people purposely avoiding behavior and not
performing an action at all, prior work has focused
on specific instances of when chilling effects can be
detected. Furthermore, the interdisciplinary nature
of this topic as well as the complexity associated
with determining what events could cause a chill-
ing effect makes it a difficult topic to study. This
research aims to investigate the following topics:

RQ. 1 What are the research methods and top-
ics that could be explored to find evidence of dif-
ferent types of chilling effects?

RQ. 2 What potential contributions can com-
puter scientists make related to chilling effects?

2 Related Work

There are several U.S. court cases dealing with
First Amendment rights that have helped to set a
legal precedent regarding the chilling effect, includ-
ing Doe v. Reed 561 U.S. 186 (2010), Miami Herald
Publishing Co. v. Tornillo 418 U.S. 241 (1974), and
Buckley v. Valeo 424 U.S. 1 (1976) [11].

Doe v. Reed was a case in which the Public
Records Act (PRA), which made referendum peti-
tions available publicly, was appealed because the
plaintiffs argued that the PRA violated the First
Amendment. However, the U.S. Court of Appeals
held that the disclosure does not violate the First
Amendment, but there could be a chilling effect on
people who sign petitions because disclosure could
expose them to harm [13]. The Miami Herald Pub-
lishing Co. v. Tornillo case was in regards to polit-
ical candidates having the power to have their re-
sponses to criticism from any newspaper to be pub-
lished. The Supreme Court of Florida’s ruling over-
turned a Florida state law that would have chilled
editorial speech [14]. Finally, in Buckley v. Valeo in
which the limits placed on electoral expenditures
were questioned, the court held that precision of
language regarding election or defeat of candidates
is required to avoid chilling speech involving public
discussion of political issues [15].

Canes-Wrone et al. [12] did a study on abor-
tion law. They tested whether the enactment of a
state law restricting late-term abortions affected
the early-term, mid-term, late-term, and overall
abortion rate in that state. They found that “late-
term abortion restrictions reduce not only late-
term abortions, but also ‘near-late-term’ abortions,
i.e., abortions in the roughly one-month period be-

fore the period in which abortions are forbidden.”
[12] Meaning, the number of abortions performed
at the near-late-term period likely decreased in fear
that they would be too close to the deadline, so
some may have elected to have them earlier, sug-
gesting that these people experienced a legal chill.

Penney has described the four different types of
chilling effects mentioned in the introduction of this
paper and performed an empirical study of surveil-
lance chilling [3]. After news about Edward Snow-
den and the NSA surveillance leak, Penney used
Wikipedia data to illustrate how people were expe-
riencing various types of the chilling effect. There
were certain key terms that the government was
disclosed to be monitoring, and Penney’s study [23]
gathered data of online behavior before and after
the release of this list to see whether the number of
lookups of these particular keywords and their cor-
related Wikipedia page had decreased. The results
showed that traffic to these sensitive keyword pages
had statistically significant decreases and suggested
immediate and long-term chilling effects resulting
from the general populous gaining knowledge of the
government surveillance [23].

This prior work that has relied on specific events
that would potentially cause a chilling effect and
gather data on behavior change before and after,
which informs our proposed study methods and our
research.

3 Proposed Studies

Potential study ideas and research methods for un-
covering evidence of different types of chilling are
discussed to address RQ 1. These methods are not
verified and are not guaranteed to provide evidence
of chilling effects in different contexts, but may be
a starting point for further exploration. We do not
suggest projects in the social chilling context be-
cause we do not have knowledge of the field.

3.1 Legal Chill

A proposed project idea for studying a legal chill
is to compare how different jurisdictions approach
laws that may cause a chilling effect. Some sug-
gested laws that could be studied are anti-strategic
lawsuit against public participation (SLAPP) laws
[16], anti-protest laws [17], and animal enterprise
terrorist acts (AETA) laws [19] to see how pro-
nounced the legal chill is across different states.
Further research could use data from the Institute
of Free Speech in order to contextualize their data.
Currently, there is a study that ranks states by po-
litical giving freedom, but future studies hope to
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publish ratings of state laws based on other types
of political speech restrictions [18].

3.2 Personalized Law Chill

A proposed project idea for studying a personal-
ized chill is to survey those who have experienced it.
We expect to find evidence of people changing their
behavior in some way after receiving notification of
violating a specific law. Some instances of personal-
ized chill would be censorship by copyright infringe-
ment bots on social media platforms [20]. Thus, a
study could be done by gathering data from social
media users such as Youtube users and content cre-
ators, Twitter users, and Facebook users alike who
have had their posts removed due to copyright is-
sues and survey if or how they have changed their
behavior in response.

3.3 Enforcement Chill

A proposed project idea for studying an enforce-
ment chill is to gather data from immigration
and visas processes. During the process, applicants
must submit their social media accounts in order
to be vetted, and this may cause a chilling effect in
that they are afraid that certain content on their
social media accounts may result in their visa be-
ing denied [21]. Thus, those who are in the process
of obtaining a visa may experience a chilling effect
and could be surveyed for their experiences to un-
derstand if they change their behavior, and why or
why not. Further, information on people’s privacy-
preserving strategies could be surveyed.

3.4 Surveillance Chill

A proposed project idea for studying a surveil-
lance chill is to survey those who have experienced
the threat of surveillance or have been actively
surveilled by such software tools. A potential topic
to explore would be the Israeli spyware, Pegasus,
and to survey journalist’s experiencing a chilling ef-
fect as a result. Marczak et al. [22] has performed
studies similar to this proposed idea.

4 Project Focus

To address RQ 2, a topic related to enforcement
chill has been reviewed in depth. While there is
an official organization by the same name Black
Lives Matter (BLM), BLM is a political and so-
cial movement whose mission is to eradicate white
supremacy and combating misinformation and acts
of violence inflicted on Black communities. It
gained traction in 2013 in response to the acquit-
tal of Trayvon Martin’s murderer [24]. On May 25,

2020, George Floyd’s death instigated widespread
protests covered by media in response to police bru-
tality and racism [25].

For this project, evidence of the chilling effect
is gathered from various social media platforms,
specifically on Twitter, regarding these protests.
Federal agents, as well as local police departments,
have been utilizing social media monitoring tools
in order to gather intelligence on BLM protests
[5, 6]. This surveillance could cause a chilling effect
on protesters because protesters may opt to refrain
from using social media or other insecure commu-
nication channels in order to avoid detection.

4.1 Methodology

This section reviews and discusses the various data
collection methods and tools used for this research.

4.1.1 Twitter Data

Given that local police have been using social media
to monitor the BLM protests, the social media plat-
form, Twitter, may prove to support the conjec-
ture of people attempting to avoid surveillance by
reducing their tweeting about BLM. The publicly
available data is to be collected from Twitter from
November 2019 to January 2021 using the Twit-
ter API. May and June 2020 have been selected to
constitute as the main protest period based on data
from Penney’s Wikipedia study [26]. Additionally,
data will be collected from six months prior and
after the selected time frame to determine whether
there is a statistically significant change in behavior
after the protests. Data from multiple geographical
locations impacted by increased arrests and gov-
ernment response due to the BLM protests are col-
lected as well. Specific locations to look into may
include those in which reports show to have social
media monitoring. This information is contextual-
ized by collecting data from locations with limited
protest activity in the same state as the locations
with significant protest activity.

4.1.2 Application Program Interface Data

Data is to be collected using website traffic from
popular sites during the BLM protests and data on
secure communication application downloads using
Application Program Interfaces (API). An increase
in downloads of secure communication applications
such as Signal and Keybase may indicate that users
felt the need to switch to other channels in order to
communicate without fear of surveillance. Further-
more, an increase in traffic to popular sites during
the BLM protests related to safe protesting prac-
tices may indicate that protesters are concerned
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about their safety related to protesting. These data
will provide context for the Twitter data.

4.1.3 The Onion Router Data

The Onion Router (Tor) is free software that en-
ables secure communication based on a decentral-
ized network design [27]. It was launched in 2002
and the original technology was developed by the
United States (US) Navy [28]. This tool may be
used by legitimate users such as journalists, ac-
tivists, and more. We are hoping to survey Tor
users as well as to gather Tor statistic data in or-
der to determine why people started to use Tor
as well as determine its usability. Since Tor en-
ables secure communication, data about download
increases during our timeline could indicate that
protesters used this software in order to avoid
surveillance.

5 Future Work

Future work could include using similar data collec-
tion methods on other social media platforms like
Facebook, Youtube, Instagram, and Reddit to de-
termine how pronounced the social media chill is
across platforms. In order to gain a more robust
understanding of chilling effects, future projects
could be collaborations with interdisciplinary mem-
bers. Furthermore, studies could be done on peer-
enforced chilling to understand whether a power-
imbalance may result in different intensities of chill-
ing. User sentiment from sentiment analysis about
actions that could cause chilling may elucidate
what the general public’s understanding and feel-
ings toward chilling effects are.
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